CSCI 2150 — Computer Organization
Serial Protocol/Wireshark Lab

Purpose

The purpose of this lab is to allow you to exantimeraw data captured from an Ethernet port. It
should reinforce the information presented durlmgderial protocols lecture by allowing you to
examine the components that make up an Ethermaefran IP packet, and a TCP packet.

Starting Wireshark

For this lab, we will be using a user interfacetfoe Ethereal packet capture and dissection library
called Wireshark. Itis Open Source Software sddaunder the GNU General Public License. For
more information regarding this software, visitp://www.wireshark.org

Each of the laboratory PCs in Nicks 491 has arallasion of Wireshark. You can get to it throudpe t
Start menu from the Wireshark folder. Upon stariiqu will be presented with a blank Wireshark
window like that shown below.

T4l The Wireshark Network Analyzer o ] 4|

File Edit Wew Go Capture Analyze Statistics  Help
(I BEXZE&| A ¢+aTFE(|EE|Q -~

Eilter:l ¥ Expression... Clear Apply ‘

Ready to load or capture | Mo Packets | Profile: Default: 4

Figure A: Empty Wireshark Window

The icons along the top beneath the menu itemw @lock access to most of the features of
Wireshark. The first ten from left to right are:

» List available capture interfaces * Open a capture file

* Show capture options » Save this capture file as
» Start a new live capture » Close this capture file

e Stop running live capture * Reload this capture file
« Restart running live capture * Print packets

We will only be using one of these options, "Opearapture file." The other options, however, are
worth discussing.

The first icon, "List available capture interfacesill be the typical starting point for capturing
Ethernet packets that are visible from your netwot&rface card. When clicked, it will give youist
of the available network adaptors on your machifieis includes both the installed physical adaptors
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adaptors.

T2l wireshark: Capture Interfaces

Description

d Adapher for generic dialup and ¥PH capture

d IvT Carparation (Micrasaft's Packet Scheduler)
g’. ¥Mware Virbual Ethernet &dapker

g’. WMware Virbual Ethernet Adapker

Help |

WiresharnRage2

and virtual adaptors, their IP addresses, and aolgh activity that is associated with each of¢hes

d Broadcom Metrkreme Gigabit Ethernet Driver (Microsoft's Packet Scheduler) 151.141.90,225 12

=10 x|

P Packets Packets/s Stop |

Wiy L] ] ] Start | Ciptions | Dekails |

& Start | Ciptions | Dekails |

Wiglploneg] ] ] Skart | Ciptions | Diekails |
182,168.116.1 i} i} Skark | Cptions | Dekails |
192.168.113.1 i} i} Start | Qptions | Deetails |

The rightmost of the three buttons listed alondweiach adaptor is titled "Details" and is meargive
you access to any information regarding that adapibe enormous amount of information provided

Figure B: Wireshark Adaptor List

here includes driver, MAC address, NIC vendor,jstias, link status, and link speed.

To get an idea of what it looks like to capturesttiata, select one of the physical adaptors that is

showing traffic, i.e., the number of packets ig@asing, and click the "Start" button associatetti wi
that adaptor. The blank screen should have divitdetf into three windows and now be filled with

data.

1 (Untitled) - Wireshark

=10l x|

Ele Edit Wew Go Capture Analyze Statiskics  Help
B oW e DExfelacernTFiEEaQaan| #D® %8
Eilter:l *  Expression... Clear Apply

| Source | Destination

| Pratacal | Infa

T51.141.%

Ethernet II,
Internet Protocol, sre: 151.141.90.2 (151.141.90.20,
E Internet Group Management Protocol

Srg: Cisco_19:10:00 (00:07:h3:19:10:000,

Ost: IPVAmMmcast_00:00:01 (0l:00:5e:00:00:010
Dst: 224.0.0.1 (224.0.0.1)

3. 158 i : osoft-ds
o 151.141. 1,255 MEMS Mam ary NE CSCIDC<Z0>
.357563 151.141. 1.255 BAChet -4 Unconfirmed-prequest : who-Is
0. 756917 151.141.59 1,158 Trans: Request, QUERY_PATH_TRNF
6 0.757284 151.141.8.158 151.241.590,225 SME TransZ Response, QUERY_PATH_IMF
7 0.763514 pell_&66:18:d1 Broadcast ARP who has 151.141.90.17 Tell 151
3 0.830187 wimware_cd:5h:fe Broadcast ARP who has 151.141.90,2167 Tell 1
S 0.830198 pell_73:1%9:1a Broadcast ARP who has 151.141.90,377 Tell 1EL|
4] | »
Frame 1 (60 bytes on wire, 60 bytes captured)

0000 01 00 Se 00 00 01 00 07 b3 10 10 00 OF 00 45 <O AL E.
0010 00 1c 87 @b 00 00 01 02 60 24 97 8d %a 02 =0 00 R T T
0020 00 01 11 &4 ee Sh 00 00 00 00 OO0 00 00 OO0 00 OO P -
0030 00 00 00 00 00 Q0 00 QO Q0 00 00 00

File: "CiiDOCUME~1 TARNOFF|LOCALS~11Tem

|Packets: 39 Displayed: 39 Marked: 0 Dropped: 0

| Profile: Defaulk

Figure C: Wireshark Window with Captured Data
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If you do not see a number of messages loadingetadreen, it may be that your adaptor settingtis s
to only see messages addressed to it. Click osdbend icon, "Show capture options”, and in the
window that loads, click on the box, "Capture paske promiscuous mode." This will allow
Wireshark to capture all messages seen by thid@gaot just the ones addressed to it.

After a significant number of messages appearcdipeure can be stopped in order to examine a
specific message.

Retrieving a Captured Session

In order to maintain consistency across all oflfiireusers, we will be using a captured sessibote:
If you do not use the assigned capture session, your lab sheet will have incorrect data resulting in a
loss of points. The following procedure will allow you to examities correct captured file.

* Download the sample capture file from
http://csciwww.etsu.edu/tarnoff/labs2150/networkipéeCaptureSession.cafhere is a link
to this capture session in the Comments sectiotheotSerial Protocol Analyzer” lab on the
CSCI 2150 Labs Page.

* Double clicking on this file or allowing Netscapedpen the file using Wireshark will open a
second session of Wireshark. If you do this, medsse the first session.

» If you saved the capture session to the disk, dd@nclicking on the Wireshark icon that
looks like a folder (the "Open a capture file" if@md selecting the downloaded file.

Once you have successfully opened the captureditiatihe captured packets will appear in the
Wireshark windows just as they did when you perfedrthe live capture.

Evaluating a Frame

The three windows in the Wireshark main displageorpresent the details and data of the captured
packets. The top window, the Packet List viewspras a list of all of the packets received dutirey
capture session. The middle window is the TreeiBeteew. You will use this view to examine the
components of the received packets. The bottamdevi, the Hex and ASCII Details view, shows the
octets of the captured packed that has been seliectee Packet List view.

From the Packet List view, select a TCP padkdPORTANT: For the purpose of thislab, select
message number 2. Once a packet has been selected, a user can exaationly the Ethernet packet
information, but also the TCP and IP packet infdramafrom the protocol stack. In Figure D, packet
number 9 has been selected from a different cagssion.
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1 Capture Session 2.cap - Wireshark _ O] =]

Fle Edit Wiew Go Capture Analyze Statistics  Help

B oo EEXE2E| A>T L (BB QAQQ0 dMME B
Filker: Itcp ¥  Expression... Clear Apply ‘
Mo, - | Time | Source | Destination | Protocol | Info il
e 151.141.8,158 SME TransZ Request, QUERY_PATH_TIHNF:
7 0.562025 00000001 0001é63af386 00000001 Ffffffffffff ; General Respuﬁse
5 2.013651 CTSCO 7T OO 3= Spann1ng —Tree- (for-br Cunf RODT = 32?68/00 03:e3: 20
52 ¢ 3 20, 42,558,140 147,76, 155 CP PSH, X
10 2. ?8?492 151 141.26.15% 129 42, 58 140 TCP 1nter1nte111 > 3 rdmi [ACK] Seq-
1| | i

# Frame @ (184 hytes on wire, 194 bytes captured)

¥ Ethernet II, Src: Cisco 18:f0:00 (00:07:03:18:F0:00), Dst: Dellcomp_46:df:99 (00:b0:d0:46:df 98]
Internet Protocol, sro: 129,42 58,140 (129.42.558.14070, Dst: 151.141.26.159 (151.141.26.159)

# Transmission Control Protocol, Src Port: drdmi (80000, Dst Port: interintelli (26330, sSeq: 138, ack: 1,
F Data (140 bytes)

d |

0000 00 bO o0 46 df 99 00 07 b3 18 T0 00 OB 00 45 &80 P o E
0010 00 b4 00 7b 40 00 2f 06 dc 86 81 2a 3a 8c 97 &d R A o e
0020 1a 9f 1f 40 C0a 49 2f 1b 57 77 91 28 81 88 50 18 BT wwl (LR
0030 40 00 b2 15 00 00 ca b1 00 00 00 85 01 OO0 00 a2 L
0040 4¢ ch 2d 36 0d 13 7a 00 00 Q0 00 00 00 Q0 O3 00 Le=8.0Z0 cieennn

[aTal¥al (TR T AT AT AL = A TR T AT A T AT R L o AT a FRTR TN A T T 1 =W B B i B =4 =S K R i ) Fa i
File: "My Documents|ResearchiOrganization ... |Packets: 10 Displayed: 10 Marked: 0 |Profile: Defaulk

LI =

B

Figure D: The Three Wireshark Views with Message&ed

The middle window, the Tree Details view, now preséhe parsed information from each of the
protocols present in the packet. Clicking on thes{sign next to any one of the message elemetits wi
expand the tree to reveal the details of that frany@acket. Figure E presents only this view wiid
Ethernet details expanded..

# Frame 9 (154 hytes on wire, 194 bytes captured)

Ethernet 11, src: Cisco_18:F0:00 (O b3 :18:F0:00), Dst: DellComp_46:df:99 (00:b0:d0:46:dF:09)
# pestination: pellcomp_d4&:df:99 (00:ho:d0:46:dF:99)
B source: Cisco_1&8:F0:00 (00:07:h3:18:F0:00)
Type: IP (0x0800)
Internet Protocol, Src: 129.42.58.140 (129.42.58.140), Dst: 151.141.26.15% (151.141.26.155%)
M Transmission Control Protocol, Src Port: drdmi (80000, Dst Port: interintelli (26353, Seqg: 138, ack: 1,
H Data (140 bytes)

1] | i

Figure E: Tree Details View with Ethernet Branclpirded
By doing this, you can reveal the details of eastel of the protocol stack.

Remember from the Ethernet frame discussion tleafitst three octets of the MAC address used by
Ethernet identify the manufacturer. In the deteelgealed beneath the Ethernet identifier, it can b
seen that the first three octets of the destinadtdress in Figure E represents a Dell NIC whige th
first three octets of the source address represe@tsco NIC.
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The different views in Wireshark allow you to natipsee the details of the different levels of the
protocol stack — they also allow you to see thedate. In Figure F below, you can see that by
highlighting the Ethernet destination address enThee Details view, the corresponding raw data is
highlighted in the bottom window, the Hex and ASD#tails view. This is true for any detail you
highlight from the Tree Details view.

1 Capture Session 2.cap - Wireshark _ O] =]

Fle Edit Wiew Go Capture Analyze Statistics  Help

B weee EEAXEE AT L|IBEE Qb d#M®E|E
Filker: Itcp ¥  Expression... Clear Apply ‘
| Mo, - | Tirne | Source | Destination | Protacol | Info il
] 151.141.8.15 E TransZ Reguest, QuERT_PATH_INFc_J

151.141. o 7 SMB Trans Response, QUERY_PATH_IMF
151.141.8.158 CF etebach > nethios-ssn [Ack] Sedidl

2l | |

# Frame @ (184 hytes on wire, 194 bytes captured)
= Ethernet II, src: Cisco_18:T0:00 (00 07:b3:18:T0:00), Dst: DellComp_46:cf:99 (00:h0:d0:46:df:99)
B Destination: DellcComp_d46:df:99 (

® source: Cisco_1&:F0:00 (00:07: b3 1&:f0: 00)
Type: IP (0x0800)
Internet Protocol, Sro: 129.42.58.140 (129.42.58.1400, Dst: 151.141.26.15% (151.141.26.159)
® Transmission Control Protocol, Src Port: drdmi (8000), b0st Port: dnterintelld (26330, seq: 138, Ack: 1,
# Data (140 bytes)
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74 65 Ae Ae &9 73 2T T3 PIC wims Tennis/ s -
Destination Hardware Address (eth.dst), 6 bytes |Packets: 10 Displayed: 10 Marked: D | Profile: Default

EY

Figure F: Message with Raw Ethernet Destinationrass Highlighted

Figure G shows how the properties of the IP headetbe expanded.

oy
| ‘I 0OFeTANT ‘IL'.‘I ‘I.|1‘I'J¢. ‘Il-'.r) ‘I'JF)A'J OJIl’\ TM
<| | L|
TyH=E. 1F L UAUSUT ;I
H Internet Protocol, Sro: 129.42,58.140 (129.42.58.140), Dst: 151.141.26.159 (151.141.26.159)
version: 4
Header Tength: 20 hytes
# Differentiated services Field: 0x60 (DSCP 0x18: Class selector 3; ECM: 0x00)
Total Length: 180
Identification: 0x007h (123D
® Flags: 0x04 (Don't Fragment)
Fragment offset: O
Time to Tive: 47
Protocol: TCP (0x06)
® Header checksum: Oxdc86 [correct]
Source: 120.42.58.140 (129.42.58.140)
pestination: 151.141.26.15% (151.141.26.159)
® Transmission control Protocol, sSrc Port: drdmi (8000), pst Port: dnterintelld (26330, seq: 138, aAck: 1
# pata (140 bytes)

1| | i
0000 00 bO do 46 df 99 00 07 b3 18 0 00 OB 00 45 a0 v Fuiis ai E N
0010 00 b4 00 Fh 40 00 2 06 dc 86 81 2a 3a 8c 97 8d R - T T

nA2n 1A oF 1F 40 na 4o 3F 1h &7 77 &1 2R R1 RR &N 1R AT W £ D

Figure G: Details of Internet Protocol Packet Résea
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From this expansion, the user can select details as the header length, time to live, IP addtesal,
length, and so on. If you select the total length,

Performing the Lab

Now let's do the lab. Using Wireshark's Tree Dstaikw and Hex and ASCII Details view, dissect
packet 2 determining the values for each elemetitoEthernet frame, the IP packet, and the TCP
packet. Record this information on your lab shéetaddition, record the first 8 bytes of the data
contained inside the TCP packet to your lab sheefbre you leave, turn in your worksheet to the
instructor.



